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Abstract: The blockchain stores transaction data in the form of a distributed shared global ledger and it is difficult to
achieve a balance between privacy protection and availability in data sharing. The existing blockchain data sharing schemes
have low availability while protecting privacy and effectively realizing the dynamic adjustment of blockchain data access
permissions is a challenging problem. To this end, this paper proposes a blockchain data controlled sharing scheme based on
proxy re-encryption. Firstly, based on SM2, the proxy re-encryption algorithm is constructed to design a blockchain data
controlled sharing scheme, using proxy re-encryption to protect the privacy of transaction data to achieve data secure shar-
ing. Secondly, a dynamic adjustment mechanism of user permissions is proposed that the blockchain nodes division of labor
agent and the re-encryption key parameters are dividedly managed to realize the assured update of user access rights, so that
the visibility of the blockchain data can be dynamically adjusted. Finally, the security and performance analysis show that
the scheme can realize the dynamic sharing of blockchain data while protecting transaction privacy, and has advantages in
computing overhead, better suitable for the controlled sharing of blockchain data.
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